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Pensions fraud and cyber security — a growing threat?
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It's In the National Press...

Savers lose millions to retirement
fraudsters

Consumer Affairs Correspondent

Surge in cybercriminals targeting pension pots

Savers are being tricked out of half a million pounds every day after a surge in

criminals targeting British pension riches, 7/e Times can reveal.

People with nest eggs to invest, including those with new freedoms to access
their pensions, are falling for well-resourced foreign fraudsters impersonating

the identities of legitimate companies.
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Pension Scheme Fraud: our research

Perceived areas of vulnerability
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Pension Scheme Fraud: our research

\

16%

have experienced fraud
inthe last 24 months

Of those that have
experienced fraud:

39% say it occurred
in pensioner
existence

l}fthusethat have
! experlenced fraud:

, liberation scams

25% were caused
by transfers and
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Pension Scheme Fraud: our research

(o)
cespondnts 18% 33y,
say fraud is arisk to of trustees do not (0]
their scheme recognise that they have not tested their
2016: 2017: areresponsible for the internal controls in the
A%  52% systems of fraud last 12 months
detection and
prevention
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Pension Scheme Fraud: our research

Preventative action that has been taken
W 2017
H 2016

Fraudis onthe The board Trustees have We asked service
risk register has actively received fraud organisations for
considered fraud risk training details of their fraud
and cyber policies
\\ ______________________________________________________________ 'l
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Pension Scheme Fraud: our research

IT systems and cyber crime are the area of most
vulnerability but only 47% of respondents have
received training in the last year

20%

hawve a 24-hour
470/ incident response
o plan to react to a

breach
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Cyber - why Is the position changing?
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World’s biggest data breaches — 10 years ago

» 2007 accidentally published

hacked
inside job
lost/stolen device or media

O.o.,

b 2006 . - ..

Poor security

» 2005

» 2004

» Source: Information is Beautiful T —
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World’s biggest data breaches — now

2017
accidentally published
hacked

inside job

2016 lost/stolen device or media

Poor security

2015

2014

» Source: Information is Beautiful T —
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Why the increase in risk?

Big Data & Analytics f \ Wearable Technology
Increase in

v' Connectivity
v" Access points
Remote access

v
v" Personal information
v

\\ Data sharing J
2 N\

Internet of Things Social Media LR F—
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Understand your scheme’s cyber footprint
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Types of attacks

I, U

HEH
L_i
Insider
attacks

L il

Phishing and
whaling

Vulnerability
attacks

Ransomware
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How easy Is It?

[\ /Applications’ Places System

’Q, Accessories
& BackTrack
® intemet
M office
ﬂ Other
Sound & Video

T wine

» Q Information Gathering
» T Vulnerability Assessment
» & Exploitation Tools
> \ Privilege Escalation
» W Maintaining Access
T Reverse Engineering
' RFID Tools
% Stress Testing

»{4 Forensics

@ Reporting Tools

tp Services

? Miscellaneous

Network Exploitation Tools

Web Exploitation Tools Fast-Track

N
Metasploit Framework armitage

SAP Exploitation « msfcli

e Social Engineering Tools \ “& msfconsole
Open Source Exploitation & msfupdate

3ck | track [

Learn to

HACK

Attack servers » Crack passwords » Exploit services
» Beat encryption » Everything you need to be evil*

To boldly go.. [Alsoinside... |

% Explore strange new worids Extra strong Mint ‘
Infernes throughout the g




Malicious content - ransomware

OEENE

From: Package Delivery <david37428@gmail.com>
Subject: Package Not Delivered
Date: December 15, 2013 16:48 GMT -5:00

1 Attachment, 154 Kb

Dear Customer,

Unfortunately we unable to deliver you package this morning. We will be making two
more attempts in the next 48 hours. If we are unable to deliver your package we will
return to sender. Please verify that your delivery address is correct by clicking on the link
below, or updating the attached document.

Order# 44187

Shipping Tracking Information

Tracking #: 129Y424V039787851X
Tracking Information: http://www.fedex.com/tracking/1£9Y424V039787851X
Ship Date: 12/10/2013

Thank you,
Package Delivery Specialist

http://www.evilhacker.ru/exploit.php

PackageTracking.pdf (91 kb

Your COMPUTER
HAS BEEN BLOCKED

Your IP-address:
Your Provider:
Location:

DF,PARTMF,NTLf JUST

The work of your computer has been suspended on the grounds of the violation of the law of the United States of America.

Possible violations are described below:

Article - 184. Pornography involving children (under 18 years)
Imprisonment for the term of up to 10-15 years
(The use or distribution of pornographic files)

Article - 171. Copyright
Imprisonment for the term of up o 2-5 years
(The use or sharing of copyrighted files)

Article - 113. The use of unlicensed software
Imprisonment for the term of up to 2 years
(The use of unlicensed software)

ALL ILLEGAL ACTIVITIES CONDUCTED THROUGH YOUR COMPUTER HAVE BEEN
RECORDED IN THE POLICE DATABASE, INCLUDING PHOTOS AND VIDEOS FROM YOUR
CAMERA FOR FURTHER IDENTIFICATION. YOU HAVE BEEN REGISTERED BY VIEWING
PORNOGRAPHY INVOLVING MINORS.

Video-recording:

In connection with the decision of the Government as of October 11, 2012, all of the

violations described above could be considered as criminal. If the fine has not been paid,

you will become the subject of criminal prosecution. The fine is applicable only in the

The first violation may not entail the criminal liability if the payment of the fine in
connection with the law of loyalty to the people, on 5 December 2012. In repeated
violations of criminal responsibility is inevitable.

To unlock your computer and to avoid other legal consequences,
you are obligated to pay a release fee of $200.

How do | unlock computer using the MoneyPak ?

. Find a retail location near you.

. Lookfor aMoneyPak in the prepai Take it
service fee of up to $4.95 will apply.

. To pay fine, you should it
press Pay MoneyPak.

it with cash. A

form and

SUBMIT

3] 4|5]6|7]8]9f0

Waiting for Payment 47:47:17

Where can buy MoneyPak

| RITE |

Kcvsmham

kmart

Walmart
=

of a primary violation. In the case of second violation you will appear before the Supreme

Court of the USA.

Amount of the fine is

confiscate your computer (after 48 hours)

- Payment must be made within 48 hours after the computer
blocking. If the fine has not been paid, you will become the subject of criminal prosecution
without the right to pay the fine. The Department for the Fight Against Cyberactivity will

: This fine may only be paid within 48 hours, if you let 48 hours pass without
payment, the possibility of unlocking your computer expires. In this case a criminal case against
you will be initiated automatically.
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r »
Example Thisis MENEY...

FINAMCIAL WEBSITE OF THE YEAR

HOW ONE GANG SWIPED $1BN FROM GLOBAL BANKS

Up to US$1billion - £650million - has been stolen in approximately two years from financial
institutions worldwide.

The fraud was detected by cyber security firm Kaspersky Lab in February 2015.

Gained entry into an employee's computer through 'spear phishing’ — infected it with malware called Carbanak.

Sent authentic-looking emails from his account that other staff clicked on, spreading the malware through the bank.

Found the administrator account for the CCTV equipment

They used the CCTV to record everything that happened on the screens of staff who serviced the cash transfer systems.

They mimicked the activity of these staff activity in order to transfer money out.
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Your data risks

Your
scheme
data

parties
I I
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The challenges — the risks for pension schemes

* Lack of recognition/knowledge of data held \
« Staff
» Complacency
. * Poor internal processes
Po’_[entlal * Lack of investment and training
risks « Falling behind the curve )

* Loss of reputation
* GDPR brings significant fines for loss of data
* Loss of confidential information
=Iei(=)aliFz1 I ° Loss of operational systems
* Loss of members’ money — pots or pensions
results o posorp
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What should Trustees be doing?
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Questions to know the answer to

¥ \Where does it go?

Who has access to

o 5
T How is it used”

RSM



What about GDPR?
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I Further information

For more information visit www.rsmuk.com

To download the latest RSM fraud report, visit:
www.rsmuk.com/ideas-and-insights/pensions-fraud-in-2018
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Questions

AUDIT | TAX | CONSULTING
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Thank you

AUDIT | TAX | CONSULTING
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The UK group of companies and LLPs trading as RSM is a member of the RSM network. RSM is the trading name used by the members of the RSM network. Each member of the RSM
network is an independent accounting and consulting firm each of which practises in its own right. The RSM network is not itself a separate legal entity of any description in any jurisdiction.
The RSM network is administered by RSM International Limited, a company registered in England and Wales (company number 4040598) whose registered office is at 50 Cannon Street,
London EC4N 6JJ. The brand and trademark RSM and other intellectual property rights used by members of the network are owned by RSM International Association, an association
governed by article 60 et seq of the Civil Code of Switzerland whose seat is in Zug.

RSM Corporate Finance LLP, RSM Restructuring Advisory LLP, RSM Risk Assurance Services LLP, RSM Tax and Advisory Services LLP, RSM UK Audit LLP, RSM UK Consulting LLP,
RSM Employer Services Limited, RSM Northern Ireland (UK) Limited and RSM UK Tax and Accounting Limited are not authorised under the Financial Services and Markets Act 2000 but
we are able in certain circumstances to offer a limited range of investment services because we are members of the Institute of Chartered Accountants in England and Wales. We can
provide these investment services if they are an incidental part of the professional services we have been engaged to provide. RSM Legal LLP is authorised and regulated by the Solicitors
Regulation Authority, reference number 626317, to undertake reserved and non-reserved legal activities. It is not authorised under the Financial Services and Markets Act 2000 but is able
in certain circumstances to offer a limited range of investment services because it is authorised and regulated by the Solicitors Regulation Authority and may provide investment services if
they are an incidental part of the professional services that it has been engaged to provide. Baker Tilly Creditor Services LLP is authorised and regulated by the Financial Conduct Authority
for credit-related regulated activities. RSM & Co (UK) Limited is authorised and regulated by the Financial Conduct Authority to conduct a range of investment business activities. Before
accepting an engagement, contact with the existing accountant will be made to request information on any matters of which, in the existing accountant’s opinion, the firm needs to be aware
before deciding whether to accept the engagement.

© 2018 RSM UK Group LLP, all rights reserved
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